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CESER 
Mission

Strengthen the security and resilience of the 
U.S. energy sector from cyber, physical, and 
climate-based risks and disruptions.

Evolving Threats 
to Energy Infrastructure

Physical Threats Supply ChainCyber Threats Climate Risks
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CESER Priorities 

Improving security and resilience through advanced risk analysis

Using the energy transition to build cybersecurity and resilience into the energy sector 
supply chain

Buying down risks through threat-informed research, development, and demonstration

Providing cybersecurity expertise to all DOE program offices to ensure energy systems 
are secure-by-design

Building capacity across industry and state, local, tribal, and territorial (SLTT) 
partners to ensure they are prepared for the multi-threat environment

Strengthening response and restoration capabilities in light of increased climate, 
cyber, and physical threats facing the energy sector
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Collaboration and Coordination is Essential 
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State, Local, Tribal, and 
Territorial (SLTT) Governments

Energy Government 
Coordinating Council (EGCC) Industry Councils
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Cybersecurity Threats
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Physical Security Threats
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 Rogue actors and domestic violent 
extremists are targeting critical energy 
infrastructure

• Of the physical security incidents shared 
with E-ISAC between 2020-2022, 3% 
resulted in outages or other grid impacts.

 Notable increase in repeat and clustered 
incidents

Information provided by E-ISAC

TLP:GREEN
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State Energy Security Plans (SESP) 40108

A State energy security plan shall—

1) address all energy sources and regulated and unregulated 
energy providers;

2) provide a State energy profile, including an assessment of 
energy production, transmission, distribution, and end-use;

3) address potential hazards to each energy sector or system, 
including physical threats and vulnerabilities; and 
cybersecurity threats and vulnerabilities;

4) provide a risk assessment of energy infrastructure and cross-
sector interdependencies;

5) provide a risk mitigation approach to enhance reliability and 
end-use resilience; and

6) Address
A. multi-State & regional coordination, planning, and response; and
B. coordination w/ Indian Tribes w/ respect to planning and 

response; and
C. to the extent practicable, encourage mutual assistance in cyber 

and physical response plans.

Purpose 
State energy security plans—

1) assess the existing circumstances in the State

2) propose methods to strengthen the ability of the State,
in consultation with owners and operators of energy
infrastructure in the State to:

• secure the energy infrastructure of the State
against all physical and cybersecurity threats;

• mitigate the risk of energy supply disruptions to
the State; and to enhance the response to,
and recovery from, energy disruptions; and

• ensure that the State has reliable, secure, and
resilient energy infrastructure.

Contents
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*Section 40109 provides $500 million in financial assistance for states, 
contingent upon SESPs meeting Congressional requirements.
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SESP TA . . . Coming Soon

• Mutual Assistance Drop-In

• Risk Assessment Guidebook

• Risk Mitigation Guidebook

• Threat/Hazard Resource

• Launching Cohorts
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Key Definitions
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RISK
The potential for an 
unwanted outcome 
resulting from an 
incident, event, or 

occurrence, as 
determined by its 
likelihood and the 

associated 
consequences

VULNERABILITY
weaknesses within 

infrastructure,
processes, and 

systems, or the degree 
of susceptibility to

various threats. 
Vulnerabilities may be 
specific to the threat,

energy type, and 
infrastructure 
component.

THREAT
Anything that can 

expose a vulnerability 
and damage, destroy, 

or disrupt energy 
systems, including 

natural, technological, 
manmade/physical, 
and cybersecurity 

hazards. 

CONSEQUENCE
Effect of an event, 

incident, or occurrence, 
including immediate 
“direct” impacts and 
cascading “indirect” 

impacts

!
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Risk Assessment Formula
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!

RISK THREAT VULNERABILITY CONSEQUENCE

= x x

 Probability of 
occurrence on an 
annual basis, typically 
on a scale of 0 to 
100%

 Specific to location
 Informed by climate 

data (NOAA, USGS, 
etc.) and Hazard 
Mitigation Plan

 May be interpreted as 
the expected outage 
duration from exposure 
to a given threat

 Specific to asset type 
and region

 Should include inter-
dependency 
considerations

 Informed by subject 
matter experts and 
discussions with 
operators

 Risk scores are 
specific to 
combinations of 
specific assets and 
specific threats

 Specific to asset and 
market

 Direct consequence = 
lost energy supply 

 Indirect consequence 
= cost to society of 
lost supply

 Informed by analysis 
of asset and market 
data



U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE

Risk Assessment Guidebook
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2023 Capacity-Building Activities
• Launched Midwest & Southeast 

Regional Petroleum Collaboratives 
(NASEO - NEMA)

• Advance regional planning, coordination, 
and recovery activities for petroleum 
shortage response and help build 
relationships and processes to facilitate 
response and restoration efforts.

• Hosted Energy Security Planning 
Bootcamp (NASEO)

• This event enhanced State officials’ 
ability to better prepare for and respond 
to energy disruptions and emergencies, 
and to facilitate intrastate and interstate 
coordination and planning for energy 
security.
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CESER SLTT Contact Information
Brandi Martin
Asst. Director, Energy Security Policy & Partnerships
Brandi.Martin@hq.doe.gov

Megan Levy
SLTT Project Manager
Megan.levy@hq.doe.gov

Juan Gomez
Energy Sector Specialist
Juan.gomez@hq.doe.gov

Joel Nelson
Energy Industry Specialist
Joel.nelson@hq.doe.gov

Website: energy.gov/ceser

@DOE_CESER

CESER LinkedIn
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@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-
security-and-emergency-response

energy.gov/CESER
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