
This Photo by Unknown Author is licensed under CC BY-SA

Cybersecurity Advisory Team 
for State Solar (CATSS)

https://xpert.digital/solar-pflicht-in-nrw-nordrhein-westfalen-der-aktuelle-stand/
https://creativecommons.org/licenses/by-sa/3.0/


CATSS Project Goals and Objectives



CATSS Toolkit



Photovoltaic Solar 
Engineering and 
System Overview
• Depicts local solar PV components, 

interdependencies with the grid, and local two-
way communication pathways.

• Identifies physical and virtual risks and delineates 
between solar PV and grid scale components.

• Provides readers with a fundamental overview of 
the most relevant and critical physical 
components and serves as a basic educational 
resource for readers.

• Suggested as the first tool to review because it 
provides the reader with key terminology and 
basic risk information that is referenced in 
subsequent tools.



Standards Quick 
Guide
• Contains a list of relevant standards developed or 

in development for the cybersecurity of solar 
energy resources and is the first of several 
guidance documents.

• Outlines different types of standards, such as 
industry standards, enforceable regulations, and 
conceptual relevant cybersecurity studies.

• Users may use this quick guide as a tool to 
enhance understanding of existing standards and 
for brainstorming new ideas to help states 
improve the cybersecurity of solar energy 
resources in their jurisdiction through innovative 
policy.



Exercise Design 
Guidance for Solar 
Cybersecurity
• Provides recommendations on how State Energy Offices and 

Public Utility Commissions might design an energy emergency 
exercise, drill, or other simulation focused on solar cybersecurity 
scenarios. 

• Target audience are exercise practitioners, planners, or 
facilitators interested in exploring solar cybersecurity incident 
response, preparedness, recovery, or mitigation. 

• Advanced supplementary resource for persons or entities with 
prior exercise experience and knowledge based on a set of 
standard concepts, terms, and procedures that are common 
among the exercise community.

• This tool may be referenced in conjunction with the Hypothetical 
Solar Cyberattack Scenarios and Impacts tool within the CATSS 
Toolkit.



State Legislative 
Options to Enhance 
Solar Cybersecurity 
• One of the mitigative solutions to solar 

cybersecurity risks is to proactively develop 
legislation which can facilitate, guide, or require 
actionable policy and program development. 

• Legislation can reinforce the criticality of 
protecting energy infrastructure from cyber 
threats in several ways that can have long lasting 
impacts. 

• Tool outlines relevant state cybersecurity 
legislation examples which can apply to solar 
cybersecurity and can serve as frameworks for 
future legislation by states seeking legislative 
options to help mitigate these risks.



Contact 

Sarah Trent, Energy Resilience Program Manager
(strent@naseo.org)

Blake Kinney, Energy Security and Resilience Program 
Director
(bkinney@naseo.org)
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